& 2 —F—4& % (dummy data leak)

7O x4y 4 (Project name) : #15 (Japanese Bird)

DI RIRTLEEETHELLTIE, BFRERIEHDIIDE LI-AERRATLERETSHT
HH3,
(A person who manages a cloud system would desire a countermeasure system that assumes

that information leakage exists.)

EHMBEOERE L TEITFONDIDIZLLTTHAN., (The following are the causes of

information leakage.)

1. NyFITICKBERRFHR

2. JRATLEBELLWNICTAYSIILHLICKLDRAE

3. T4V VUG EFRITAICKDRE

4. YRATL, FWTERT ENBENEFICKL DiFH

1. Information leakage by hacking

2. Leakage by system administrators and programmers

3. Leakage due to fraudulent activities such as phishing

4. Leakage due to unexpected failures such as system or operation

NLDOREKELT, BABRMURATLIGETY /A0 —EHS5E LTLRAMZESIETODIEFA
DENGHERICHERLTLEICERFID VAE— RN EANIEENSEBR LGS,

(As a countermeasure against these, even if there are technologies such as intrusion
detection systems, leaking in a very short time until detection becomes a threat as the

machine speed increases.)

tZE %k (improvement measures) :
BHYATLOBRBNIIROLT, FE—T—3ZRBEL. F2—T—20ADRBICEFSE
Z

(On the premise that the detection system will work, create dummy data and limit the

leak to only dummy data.)



LLTFIE S AT LESERE (The system construction method is as follows)

1. 10%~100%DHFI—T—R %Al TER, BARMI AT LNEET 5 FETORMIC
BHETNEARET S
2. BET—IADEEBICII—T—RLO—BEHERL (HDET—205HE5 1~21BUL)—
BCTHI—DBEEM

3. BET—HL—RIBRETERT LN, A—T7HhI U rTI1D2ULEDT7 VAL HEHEEE
A I—T—H2DOHRH

4. DRTLUNDEET ) LA TARELGT —2ABRREFTI—T—20H#ERHETS

5. DRATLEBERVUVATLTRAMMERAT ST —2EETHII—T—20H%RETS

6. BET—INDT I EREEIAULIZEEZNRRT—FO—HBOAT I ZAMRELT S

~

VAT LIZEBBEET IV EREBAEEESNSGNRT—FIZTHEDT 7 EADAHITIRHT
EHLDET D

8, CNUEDFETRA IR EERNYA—~DBETHHELHERT S

9. COVRTLIFRFTEAREE L., BREORHUEZEML T, HEONNE—VEEANVLEALHE,
Pr-BHMRESES

1. Generate 10% to 100% dummy data with Al. Adjust the % to match the time it takes for
the intrusion detection system to work

2. Check the match with the dummy data each time normal data is constructed (1 to 2
items or more in the case of split data) and regenerate the dummy if there is a match

3. It is managed mixed with normal data, but only dummy data is provided if there is
more than one access with the same account.

4. Data retrieval possible with normal access other than system provides only dummy
data

5. Only dummy data is provided for all data used for system construction and system
testing.

6. Access rights to normal data can only be accessed by matching passwords by 3 or more
people

7. Normal access by the system shal| be provided only for relevant access with a password
that is changed daily

8, No more leakage tests to confirm vulnerabilities in sweepstakes for internal and
global hackers

9. This system can be sold, and it will detect the characteristics of anomalies, reveal

features and patterns, and obtain new knowledge



A1)y k(merit) :

1. DRATLEEE, JOJITITLLEBTETIALTREATILETLZL

2. NYFUJICKHERRRIIRY < ELOITET <

3. T4y UTHROHERITAICEDIRELMNGYELTS

1. System administrators and programmers do not necessarily need to hire reliable people
2. Information leakage due to hacking approaches zero |imitlessly

3. Significantly reduced leaks due to phishing and fraudulent activity

T A1y b (Demerit) :

1. FAaJ5<, 72z bex—Y v, BEBIDLGCLLEBETELIAZERALLGTAIE
EDTELY

2. DRATLOMEFBEINGTNIELGE LA

1. You have to hire people you can at least trust as programmers, project managers, and

executives.

2. System secrecy must be maintained

A— K< v 7 (Roadmap)

L AT L (System planning) : 3 4 B (3 months)

SRATLIEE, JO4 534 (System construction, programming) : 3 # B (3 months)
D RT LT R b (System test) : 2 4 A (2 months)

/T840 Bug detection) : 4 4 A (4 months)

BR5ERfSS (Sales start) : 1 4% (1 year later)



